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Trending:
Privacy Requests
Increasing Annually

2021 vs. 2022 Volume of Privacy Requests Per Million

The total volume of DSRs

per 1M identities grew by 72%
YoY from 2021 to 2022.
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52%

Of Privacy Requests in the U.S. come from states

without comprehensive data privacy laws.
Based on 2022 data
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New States Comingin 2023

e Colorado and Connecticut
o July 1,2023
o Fraternal triplets with Virginia
o Opt out of (some) profiling
o Right to appeal
o Data Protection Assessments

o Colorado only:
m More enforcers
m Universal opt-out (July 1,2024)

e Utah
o December 31,2023
o Business-friendly cousin of VA, CO, and CT
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Beyond 2023

e Number of states has already doubled in 2023
o Indiana
o lowa
o Montana
o Tennessee: NIST
o Texas*: complex threshold
e 15+ other states with active bills
e Children’s privacy
e Artificial intelligence

Poll #1
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https://www.dwt.com/-/media/files/blogs/privacy-and-security-blog/2023/05/nistprivacyframeworkv10corepdf.pdf?la=en&rev=e119bf7621174850bba538b85d1674ca&hash=F6483893F2DE892FBB67FC23C7C80A51
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/

WA: My Health My Data Act

e “HIPAA Gap”
e Emphasis on reproductive health and
gender-affirming care
e Very broad definitions
o Consumers (not just WA residents)
o Consumer health data
o Collect
e No threshold—all businesses must comply
e Separate health data privacy policy
e Onerous consent
e Geofencing
e Effective data: March 31, 2024
e Private right of action

Poll #2
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Questions? Litigate!

® MHMDA enforced by Attorney General AND private right of action
O AG: up to $7,500 per violation
O PROA: treble damages up to $25,000 per violation + fees
® Key Takeaways for Businesses
O Broad and Vague
m Beyond typical “health data”
m People without connection to WA
O Noregulations
O Rigorous consent requirements
O (Almost) no exceptions
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Federal Legislation

e Every state that passes a privacy law
increases pressure on Congress
e American Data Privacy and Protection
Act (ADPPA)
o Got out of committee in 2022
e Hurdles
o Preemption
o Private right of action
o Divided government
o Election year
e FTC active
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