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How Did We Get Here?



The HIPAA Gap

e HIPAA generally applies to “Covered Entities” and their
“Business Associates”

® Healthcare providers and their processors
® Does not include:
® Fitbit
® Apple Watch
® Flo
® Weight Watchers
® Vitamins or supplements
e Not unprotected, but not focused on either
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Reproductive and
Gender-affirming Healthcare

e Reproductive or sexual health services
® Dobbs v. Jackson Women's Health
® Crisis pregnancy centers

e Gender-affirming care

® Government actions restricting this for
minors and, in some cases, adults

e Explicit inclusion in the MHMDA
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https://commons.wikimedia.org/wiki/File:Transgender_Pride_flag.svg
https://commons.wikimedia.org/wiki/File:Venus_symbol.svg

Questions + lawsuits



Big Questions

e MHMDA goes after the entire HIPAA gap

e “Health data” defined very broadly (and vaguely)
® People without any connection to Washington
e All businesses with any health data

e Effective date: March 31, 2024

® (Three-month reprieve for small businesses)
® No regulations
e Might end up reasonable, but...
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Lawsuits Incoming

e Litigation will determine scope
® Private right of action

® Treble damages

® Businesses of any size

® Non-Washingtonians can sue

Bottom line: Getting to the answers will be messy
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What is “Consumer Health Data”?

® Means “personal information that is linked or reasonably linkable to a
consumer and that identifies the consumer's past, present, or future
physical or mental health status”

® MHMDA provides 12 categories of data as examples

® Exemptions for data covered by certain other laws

e Also includes information that can be used to infer details of an individual’s
past, present, or future health

® Potential for overbreadth arises from uncertainty around how attenuated an
inference can be
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Who Has to Do What?
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Consumer Rights Under the
MHMDA



Access

Delete

Withdraw Consent
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Rights Requests

® Businesses must establish a method to receive requests
that is “secure and reliable” and takes into account:

® “the ways in which consumers normally interact”
with the business;

® “the need for secure and reliable communication
of such requests”; and

® “the ability of the regulated entity or the small
business to authenticate the identity of the
consumer making the request”

® MHMDA lays out considerations, but leaves business
with latitude to decide specifics
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Enforcement

e Attorney General

® Up to $7,500 per violation
® Private Right of Action

® Treble damages
e Effective date(s)

® Geofencing: July 22, 2023

® March 31, 2024
® Small businesses get until June 30, 2024
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Key Takeaways

e Addresses the HIPAA Gap
e Broad and Vague

e Beyond typical “health data”

® People without connection to WA
e Consent

e Deletion Right Without (Almost)
Any Exceptions

¢ Private Right of Action
e Questions? Litigate!
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